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ABSTRACT

This article explores the contemporary legal landscape of Artificial Intelligence (Al), covering its
historical background, definitions, and societal impact. It analyses existing international and national
regulations, focusing on key laws in India. Addressing legal and human rights issues, including privacy
concerns and Al-related crimes, the article identifies challenges and gaps in current legal frameworks,
particularly within India. It advocates for a balanced approach that promotes ethical Al deployment
while ensuring legal accountability and societal welfare.
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1. INTRODUCTION

At a critical Dartmouth College colloquium in
1956, John McCarthy coined the phrase "Artificial
Intelligence (AI)" and defined it as "the science
and engineering of making intelligent machines,
especially intelligent computer programs." He
underlined that while Al seeks to understand
human intelligence through computer technology,
it is not restricted to physiologically observable
approaches. This event marked the crucial
beginning of Al as a scientific subject, influencing
its subsequent development. Al has multiple
definitions: it is viewed as technology that allows
computers and machines to work intelligently;
conversely, it refers to machines replacing human
labor to obtain faster and more effective results.
Another viewpoint defines Al as a system capable
of accurately processing external input, learning
from it, and applying this knowledge to complete
specific tasks using flexible adaption tactics.

Artificial intelligence allows machines to replicate
human intelligence, such as perception, thinking,
learning, and planning. Al seeks to replicate
human thought and behavior by completing tasks
such as speech recognition, decision-making, and
pattern recognition.! Artificial intelligence is
omnipresent, fast advancing, and making

'M.C. Tai, Artificial Intelligence: A Powerful Paradigm
for Scientific Research, NAT'L LIBR. MED. (2021),
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7605294/
(last visited July 13, 2024).
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important contributions to the global economy.
While Al has many advantages, including
increased creativity, services, safety, lifestyles, and
problem-solving abilities, it also raises worries
about human autonomy, privacy, and fundamental
rights. The legal discourse on Al and its human
rights implications is well-established, including
in-depth examinations of specific topics. However,
given the dynamic nature of Al legislation, a
comprehensive, exploratory assessment of the
various challenges, unified in one place, is
required.

Artificial Intelligence (AlI) can profoundly
influence Indian sectors such as healthcare,
education, law enforcement, transportation, and
agriculture. Nonetheless, ethical dilemmas with
responsibility and openness must be confronted.
Establishing a comprehensive legal framework is
crucial. Initiatives such as the Centre of Excellence
for Artificial Intelligence Task Force (CEAILF) and
NITI Aayog’s National Strategy for Artificial
Intelligence  (NSAI) discussion paper are
commendable; however, prioritizing legal
frameworks is essential to guarantee the ethical
and equitable application of Al within the legal
system.? The Indian legal system is deficient in
explicit legislation or policies pertaining to
artificial intelligence. Formulating a regulatory

in the Regulation of Artificial Intelligence (A1),
MONDAQ, https://www.mondaq.com/india/new-
technology/1353080/the-role-of-legislation-in-the-
regulation-of- artificial-intelligence-ai (last visited July 13,
2024).
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framework is essential for directing the correct
utilization of Al. The Securities and Exchange
Board of India (SEBI) released a circular in 2019
outlining the reporting obligations for
stockbrokers, depository participants, stock
exchanges, and depositories concerning artificial
intelligence and machine learning applications.

2. LEGAL FRAMEWORK FOR Al

The incorporation of Al into diverse
socioeconomic sectors, including healthcare,
finance, transportation, and entertainment, is
advancing swiftly. This development presents
substantial legal concerns necessitating
meticulous investigation and control. It is
essential to examine the complex interaction
between law and Al focusing on legal frameworks,
ethical considerations, and new issues.
Conventional laws often fail to keep pace with
rapid breakthroughs in Al, leading to ambiguity
and confusion over responsibility, accountability,
and ethical norms. As a result, authorities
worldwide have the problem of formulating
comprehensive legislation to adequately oversee
Al utilization. The evolution of Al introduces novel
legal difficulties, especially with the attribution of
liability for outcomes generated by Al, including
incidents involving autonomous cars. Ascertaining
responsibility = among  the  manufacturer,
programmer, or user necessitates a deep
comprehension of Al systems. Moreover,
intellectual property issues of Al-generated
content, including art, music, and literature,
provoke inquiries over copyright ownership, as
existing legislation predominantly acknowledges
human producers, rendering the status of Al-
generated works uncertain.?

3. EXISTING INTERNATIONAL REGULATIONS

International regulatory organizations and
research institutions have published papers and
guidelines on Al ethics, although frequently
refrain from imposing stringent restrictions and
penalties due to the rapid progress of Al and the
technical community's ambiguity regarding the

3 T. Weber, Artificial Intelligence and the Law, STAN.
LAW. (Dec. 5, 2023), https://law.stanford.edu/stanford-
lawyer/articles/artificial-intelligence-and-the-law/ (last
visited July 14, 2024).

4 M. Fazlioglu, US Federal AI Governance: Laws, Policies
and Strategies, IAAP (2023),
https://iapp.org/resources/article/us-federal-ai-governance/
(last visited July 14, 2024).
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application of ethical principles. Countries
worldwide are endeavoring to establish legal
frameworks for Al that reconcile innovation with
ethical considerations and societal effects. An
analysis of Al policies across different
jurisdictions reveals diverse methodologies and
priorities.

The United States has established a federal Al
governance policy through initiatives from the
White House, Congress, and federal agencies,
essential to the national Al plan. This framework,
augmented by diverse state and municipal
regulations, influences forthcoming AI policy.
Congress first tackled AI in relation to
autonomous vehicles and national security,
particularly in the 2019 National Defense
Authorization Act and the National Al Initiative
Act of 2020, which advanced Al research and
development, improved coordination, and
established the National Artificial Intelligence
Initiative Office.*

The UK government is formulating Al legislation
guided by the Prime Minister's prudent strategy,
which may impose limitations on huge language
models like OpenAl's ChatGPT. Regulatory entities
such as the UK Competition and Markets Authority
articulate apprehensions around prejudice and
the potential for misuse. The UK presently prefers
voluntary agreements to promote innovation;
nevertheless, increasing concerns are advocating
for more rigorous rules. The EU's stringent Al
regulations have incited discussion and drawn the
attention of European Al enterprises.®

Singapore currently lacks formal Al governance
legislation and an agency; nonetheless, it has
established  sector-specific and  voluntary
frameworks, as well as statutory regulations in
areas like as data protection and strategic outlines.
Regulatory authorities in Singapore employ a
sectoral methodology, favoring non-mandatory
guidance and recommendations. The Monetary
Authority of Singapore (MAS) has spearheaded Al
governance in finance with principles like as FEAT

> Department for Digital, Culture, Media & Sport & D.
Collins, UK Sets Out Proposals for New Al Rulebook to
Unleash Innovation and Boost Public Trust in the
Technology, GOV. UK (2022),
https://www.gov.uk/government/news/uk-sets-out-
proposals-for-new-ai-rulebook-to-unleash-innovation-and-
boost- public-trust-in-the-technology (last visited July 14,
2024).
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and the Veritas framework, which are essential to
the National Al plan. Entities such as the IMDA and
PDPC have promulgated rules, including the Model
Al Governance Framework and Al guidelines in
2021, to bolster patient safety and confidence.
Singapore's comprehensive approach highlights
its dedication to the ethical implementation of Al
across several sectors.®

4. Al REGULATIONS AND POLICIES IN INDIA

Artificial intelligence provides society advantages
in healthcare, education, transportation, and
entertainment; yet, it also poses issues such as
ethical dilemmas, privacy violations, bias,
discrimination, and security threats. At now, India
does not possess distinct legislation for the
regulation of AI, however the Ministry of
Electronics and Information Technology (MEITY)
supervises Al-related initiatives and has
established committees to formulate a regulatory
framework. NITI Aayog has formulated seven
principles for responsible Al, encompassing safety,
equality, inclusion, privacy, openness,
responsibility, and the preservation of human
values. India's legal system is predominantly
based on the Information Technology Act and the
Digital Personal Data Protection Act of 2023,
which are designed to improve privacy rights and
data governance.” The recently implemented New
Education Policy in India underscores the
instruction of coding to students, with the
objective of establishing India as a center for
emerging Al technology in the future. Chief Justice
SA Bobde has endorsed the enhanced utilization
of Al inside the legal system, specifically for docket
management and decision-making, as emphasized
at a Supreme Court Bar Association event. In
developing nations like as India, there is
reluctance to embrace Al because to
apprehensions regarding its effects on a labor-
abundant economy characterized by widespread
poverty and insufficient education.

®D.G. Chng & J. Jones, Global AI Governance Law and
Policy: Singapore, IAPP (2024),
https://iapp.org/resources/article/global-ai-governance-
singapore/ (last visited July 15, 2024).

7 A. Prabhu, Artificial Intelligence in the Context of the
Indian Legal Profession and Judicial System, BAR &
BENCH (Aug. 12, 2023),
https://www.barandbench.com/columns/artificial-
intelligence-in-context-of-legal-profession-and-indian-
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5. LEGAL AND HUMAN RIGHTS ISSUES

A realm in which machines can precisely identify
cancer, forecast criminal recidivism, and operate
vehicles was formerly considered science fiction.
The advantages of contemporary Al are
recognized worldwide, augmenting human
intelligence in several capacities. Nevertheless,
despite its advantages, Al presents considerable
risks to human rights, as seen by escalating claims
of  discrimination, privacy infringements,
unemployment, and detrimental impacts on
access to public services that are making headlines
globally. It presents difficulties to human rights,
which are founded on the sanctity of human life
and the presumed superiority of humans over
other living forms. This premise is challenged by
the possible appearance of beings that, although
not living in the conventional sense, may attain
sentience and possess intellectual and potentially
moral superiority over humans. This possibility,
however unclear and futuristic, questions existing
human rights assumptions.

The connection between Al and human rights is
essential, receiving both scholarly and practical
endorsement. Notwithstanding advancements, the
global human rights framework for Al, particularly
regarding private enterprises, remains
inadequately defined. Al governance frequently
prioritizes ethics at the expense of human rights,
resulting in ambiguity regarding accountability.
This clarification is crucial for impacted
individuals and stakeholders.® Al influences
human rights by provoking apprehensions
regarding its potential to supplant and control
human  endeavors, thereby undermining
fundamental human rights tenets. Principal
concerns encompass the ethical ramifications of
Al its prospective moral principles, and its impact
on human equality. Inquiries over Al's impact on
human rights, particularly when exploited by
economic powers or authoritarian regimes,
endure and generate significant societal
apprehensions. Al transcends mere technology; it

judicial-system (last visited July 15, 2024).

8 Lane L., Clarifying Human Rights Standards Through
Artificial Intelligence Initiatives, 71 Int’l & Comp. L.Q.
915 (2022),
https://www.cambridge.org/core/journals/international-
and-comparative-law-quarterly/article/clarifying- human-
rights-standards-through-artificial-intelligence-
initiatives/52D69ACE49CE1 EOBSD9E69ES1CA 14690
(last visited July 15, 2024).
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infiltrates society, influencing numerous aspects
of life like criminal justice, banking, healthcare,
education, human resources, and internet content
moderation. Although it offers considerable
advantages and facilitates the enforcement of
human rights, Al also presents threats and
obstacles. The intricate algorithms employed for
decision-making might hinder openness and
accountability, complicating the comprehension of
the decision-making process. Errors in Al
frequently seen as very dependable, can
significantly impact persons' lives and rights.
Instances include Google Photos' facial recognition
technology erroneously categorizing black folks as
gorillas and U.S. Customs and Border Protection
algorithms mistakenly labeling thousands as
criminals or terrorists. Implementing robust Al
governance frameworks at both global and local
levels is essential for maximizing benefits,
minimizing risks, and protecting societal
consequences. Artificial intelligence profoundly
influences human rights in multiple dimensions. It
generates both opportunities and threats,
impacting social biases, societal disparities,
privacy rights, and established systems. Principal
rights impacted encompass equality, non-
discrimination, privacy, freedom of expression,
and employment rights. Al systems frequently
exacerbate social prejudices and inequalities,
disproportionately impacting minorities by
utilizing data on social attributes such as race,
health, and occupation to guide decisions,
resulting in discrimination in vital domains such
criminal justice, employment, and access to
resources. Confronting these prejudices is crucial
for advancing fairness and equality within society

The swift incorporation of Al into society parallels
previous industrial revolutions, presenting
advantages while also introducing considerable
challenges and threats to human rights.
Consequently, all  stakeholders, including
governments, must implement policies to
establish standards for Al utilization, guarantee
transparency, and offer redress for rights
infringements. Likewise, the private sector ought
to comply with human rights evaluations, foster
openness, and implement robust systems for
responsibility and rectification.’

° Dang, M.T., Human Rights and Law in the Age of
Artificial Intelligence, J. Legal, Ethical & Regulatory
Issues, vol. 24, no. S4, 1-10 (2021), (last visited July 15,
2024).
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6. CRIMES RELATED TO AI AND CYBER
VULNERABILITIES

The realm of Al-related offenses is always
transforming due to swift technological progress
and the necessity for appropriate legal structures.
In India, the legal framework regulating Al and
related offenses comprises a blend of revised
existing statutes and evolving regulations
intended for thorough governance. The
involvement of Al in cybercrimes, including
phishing, deepfakes, and automated hacking, is
increasing. The principal legislation governing
cybercrime in India is the Information Technology
Act of 2000, revised in 2008, which has
stipulations pertaining to Al-related offenses.

Deepfakes, generated by artificial intelligence to
alter digital information such as movies, sounds,
and photos, can harm reputations, falsify evidence,
and erode trust in democratic institutions. With
the impending elections, the utilization of
deepfakes in political messaging poses a
significant concern; although advantageous in
fields such as education and entertainment, they
may also propagate disinformation and
undermine societal peace and harmony. The
technology became infamous in 2017 when a
Reddit user employed Al to overlay celebrity faces
onto obscene recordings. Phishing attacks
frequently transpire through email, social media,
or fraudulent websites. In 2020, scammers
exploited clients of a prominent Indian bank by
sending phishing emails that directed them to
counterfeit banking websites. Automated hacking
utilizes software tools to exploit system
vulnerabilities autonomously, with the objective
of data theft and disruption. In November 2020,
the Mumbai electrical grid was compromised by
RedEcho, associated with a state-sponsored entity.
India's data protection is presently regulated by
the IT Act and 2011 regulations, although it is
perceived as insufficient for artificial intelligence.
The current Personal Data Protection Act of 2023
aims to strengthen data protection by
emphasizing permission, data minimization, and
accountability.'®

The emergence of Al has introduced issues to
Intellectual Property (IP), especially about the

10 A, Bhaumik, Regulating Deepfakes and Generative Al
in India Explained, The Hindu (Dec. 4, 2023),
https://www.thehindu.com/news/national/regulating-
deepfakes-generative-ai-in-india-
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authorship and patentability of works generated
by Al The Copyright Act of 1957 and the Patents
Act of 1970 in India do not include provisions for
intellectual property issues linked to artificial
intelligence, resulting in uncertainties regarding
the protection of such content and inventions. This
ambiguity may impede Al innovation and
commercialization, underscoring the necessity for
revised intellectual property legislation. NITI
Aayog's 2017 National Strategy for Artificial
Intelligence emphasized the significance of Al and
the necessity for a regulatory framework. The
Ministry of Electronics and Information
Technology, along with other authorities, has
recommended regulations for Al development.
The proposed National E-commerce policy also
pertains to Al regulation, emphasizing data
sovereignty and consumer safety.!

7. GAPS AND CHALLENGES

Integrating Al technology into legal procedures
presents numerous ethical challenges and
potential obstacles. A significant concern is that Al
may perpetuate and exacerbate existing biases.
The software known as COMPAS was utilized in
the US criminal justice system to evaluate the
probability of recidivism. The technology was
attacked for purportedly incorporating racial
factors in its case evaluations, hence questioning
the fairness of Al-driven court decisions.
Furthermore, a significant ethical concern is the
lack of explainability in numerous Al decision-
making processes. The utilization of intricate
algorithms with ambiguous decision-making
criteria jeopardizes the fundamental principles of
accountability and fairness within the judicial
system. This ambiguity is the primary impediment
for the individuals engaged in the process. The
inability to comprehend, contest, or trust Al-
generated outcomes may undermine public faith
in the legal system. Furthermore, the question of
accountability becomes increasingly exigent with
Al's involvement in the legal process. The
integration of Al systems into decision-making
processes necessitates a nuanced approach to
accountability, particularly in instances of error or

explained/article67591640.ece (last visited July 15, 2024).
'"H. Choubey, Identity Thefi - A Contemporary Threat,
Nat'l J. (Dec. 16, 2023),
https://lawjournals.celnet.in/index.php/njcsl/article/view/1
449 (last visited July 15, 2024).

12 A. Zafar, Balancing the Scale: Navigating Ethical and
Practical Challenges of Artificial Intelligence (Al)
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bias, hence prompting transformations within the
legal profession.!?

In India, attributing criminal liability to Al
presents intricate issues at the convergence of
technology and jurisprudence. The autonomy of Al
complicates conventional liability frameworks
because it lacks human intent and legal
personhood, hence  generating problems
regarding accountability = among creators,
operators, and users. Addressing criminal liability
concerns related to Al in India necessitates the
fortification of data privacy legislation and
cybersecurity protocols to avert the exploitation
of personal information. Revising legal
frameworks, enhancing transparency in Al
algorithms, and evaluating Al's legal standing are
essential for addressing these intricate difficulties
and guaranteeing equitable accountability in Al-
related offenses.?

8. CONCLUSION

Worldwide, there is a unified endeavor to leverage
the benefits of Al while alleviating its negative
impacts, as initiatives that are legally binding
considerably outnumber those at both national
and international levels. Although legally
enforceable measures appropriately emphasize
privacy and data protection rights, it is
unnecessary to broaden their reach to include
other rights such as access to food, education,
healthcare, and a safe environment, which are
presently insufficiently addressed. The emergence
of Al has transformed our perception of
intelligence, formerly regarded as a distinctly
human attribute. The beneficial effects of Al
encompass scientific research and practical
applications within knowledge-intensive
industries, services, and e-commerce. The issue of
Al's legal personhood depends on its ability to
demonstrate subjective judgment and knowledge
of its acts, a crucial element in conventional legal
systems. Analyzing Al's influence on criminal
culpability in India is a complex and dynamic
endeavor. By recognizing the legal intricacies and
obstacles related to Al, India may implement a

Integration in Legal Practices, 4 Discov. Artif. Intell. 27
(2024), https://link.springer.com/article/10.1007/s44163-
024-00121-8 (last visited July 15, 2024).

13 Chidiogo Uzoamaka Akpuokwe, Adkunle Oyeyemi
Adeniyi, & Seun Solomon Bakare, Legal Challenges of
Artificial Intelligence and Robotics: A Comprehensive
Review, 5 Computer Science & IT Res. J. 544 (2024).
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comprehensive approach that emphasizes ethics,
equity, and responsibility. Responsible and ethical
integration of Al into the criminal justice system
can enhance potential societal advantages. India's
proactive strategy in establishing a
comprehensive legal framework will guide this
emerging landscape, assuring the responsible use
of Al in accordance with values of justice and
societal welfare.
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